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are facilitated. In accordance with one or more embodiments,
an apparatus includes a NFC circuit that wirelessly commu-
nicates with different types of local NFC readers using an
NFC protocol, a host circuit having one or more modules that
communicate with one of the types of local NFC readers via
the NFC circuit, and second (e.g., secure) modules that
respectively communicate with a specific one of the different
types of local NFC readers, also via the NFC circuit, using
secure data stored within the second module. A routing circuit
is responsive to an NFC communication received from a
specific one of the NFC readers, by identifying one of'the first
and second modules that communicates with the specific one
of the NFC readers, and routing NFC communications
between the specific one of the NFC readers and the identified
one of the modules.
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1
NEAR-FIELD COMMUNICATIONS AND
ROUTING

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the priority under 35 U.S.C. §119
of European patent application no. 13290042.4, filed on Mar.
5, 2013, the contents of which are incorporated by reference
herein.

BACKGROUND

Aspects of various embodiments are directed to near-field
communications (NFC), and to effecting such communica-
tions by routing different types of communications to specific
secure components.

Wireless communication circuits are widely used in local
communications for a variety of applications benefiting from
the secure or otherwise protected communication of data. For
instance, portable devices such as telephones, tablets and
others can be used to communicate wirelessly with a variety
of other communication circuits. Other types of wireless
communication circuits are used to control access, or enable
operation of other circuits (e.g., in vehicles). These and other
implementations can be useful in a variety of manners.

One particular type of wireless communication in which
the security of communicated data is important involves the
contactless communication of information, such as for
authentication or payment authorization. For such communi-
cations, various requirements/specifications have been
implemented to define the manner in which such data is to be
communicated. Mobile devices carrying out such applica-
tions may include a wireless communication circuit, such as
a radio frequency (RF) interface circuit, that operates in con-
nection with a micro controller to execute particular func-
tions.

To facilitate secure wireless communications, applets (ex-
ecutable module/code) have been used within portable
devices, such as within a mobile phone host, together with an
RF interface. These applets are often implemented in what
has been referred to as a secure element, which is a circuit-
based element that carries out the functions of the applet.
Such communications are often carried out using NFC, which
can require a relatively short distance (e.g., 20 centimeters)
between the device and a terminal with which the device
communicates.

SUMMARY

While these approaches to communications are useful,
their implementation has been limited in various contexts. For
instance, the storage of information useful for various pur-
poses can be difficult to achieve in a secure manner. More-
over, different types of NFC communications can employ
different protocols or other communication requirements.
These and other matters have presented challenges to the
implementation of NFC.

Various example embodiments are directed to NFC circuits
and their implementation, as well as to methods, apparatuses
and systems involving NFC circuits.

According to an example embodiment, an apparatus
includes a wireless communication circuit that sends/receives
over-the-air communications using a message-exchange pro-
tocol having signaling, authentication, and both error detec-
tion and correction capabilities for interpreting messages sent
and received via the over-the-air communications. A near-
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field communication (NFC) circuit wirelessly communicates
with a plurality of different types of local NFC readers using
an NFC protocol that is different than the message-exchange
protocol. A user interface presents data to a user of the appa-
ratus, and a first (e.g., processor-type) circuit communicates
with remote transceivers via the wireless communication cir-
cuit and presents data pertaining to the local NFC readers to a
user via the user interface. The first circuit also communicates
with the NFC circuit to provide an authorization for commu-
nications with one of the NFC readers, in response to a user
input received via the user interface. A plurality of second
circuits (e.g., secure-type circuits) communicate with a spe-
cific one of the types of local NFC readers via the NFC circuit,
using secure data stored within the second circuit and inac-
cessible to the first circuit, with different ones of the second
circuits communicating with different ones of the types of
NFC readers. A routing circuit is responsive to NFC commu-
nications received from a specific one of the NFC readers by
identifying one of the second circuits that communicates with
the specific one of the NFC readers, and routing NFC com-
munications between the specific one of the NFC readers and
the identified one of the second circuits.

Another example embodiment is directed to an apparatus
having a NFC circuit, host circuit having one or more first
modules, a routing circuit and a plurality of second modules.
The NFC circuit wirelessly communicates with a plurality of
different types of local NFC readers using an NFC protocol,
and each first module in the host circuit communicates with
one of the different types of local NFC readers via the NFC
circuit. Each second module also communicates with a spe-
cific one of the different types of local NFC readers via the
NFC circuit, and does so using secure data that is stored
within the second module and inaccessible by the host circuit.
Different ones of the second modules communicate with
different types of the NFC readers. The routing circuit is
responsive to NFC communications received from a specific
one of the NFC readers by identifying one of the modules that
communicates with the specific one of the NFC readers, and
routing NFC communications between the specific one of the
NFC readers and the identified one of the modules.

Another example embodiment is directed toward a method
including communications via an NFC protocol, with an
apparatus including a plurality of first modules and a host
circuit having second modules. Each of the modules is oper-
able to communicate with a specific one of a plurality of
different types of local NFC readers that is different than a
type of local NFC reader for which the other modules are
operable to communicate with. In response to an NFC proto-
col communication received from a specific one of a plurality
of different types of local NFC readers, one of the first and
second modules that communicate with the specific one ofthe
NFC readers is identified. In response to the identification of
one of the second modules, secure data that is proprietary to
the identified second module is accessed and used, while
prohibiting access to the secure data by the host circuit. NFC
communications are routed between the specific one of the
NFC readers and the identified one of the modules viaan NFC
circuit, using the NFC protocol and accessed secure data
stored within the accessed module (e.g., within the first mod-
ules, or that within the second modules which is inaccessible
by the host circuit).

BRIEF DESCRIPTION OF DRAWINGS

Various example embodiments may be more completely
understood in consideration of the following detailed descrip-
tion in connection with the accompanying drawings, in
which:
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FIG. 1 shows an apparatus and approach for near-field
communications (NFC) involving routing between different
secure elements in an NFC device, in accordance with one or
more example embodiments;

FIG. 2 shows an NFC apparatus, in accordance another
example embodiment;

FIG. 3A shows an NFC apparatus with a first routing state,
in accordance another example embodiment;

FIG. 3B shows the NFC apparatus in FIG. 3B with asecond
routing state, in accordance another example embodiment;
and

FIG. 4 shows a flow diagram for NFC communications, in
accordance with another example embodiment.

DETAILED DESCRIPTION

While various embodiments discussed herein are ame-
nable to modifications and alternative forms, aspects thereof
have been shown by way of example in the drawings and will
be described in detail. It should be understood, however, that
the intention is not to limit the invention to the particular
embodiments described. On the contrary, the intention is to
cover all modifications, equivalents, and alternatives falling
within the scope of the disclosure including aspects defined in
the claims. In addition, the term “example” as used through-
out this application is only by way of illustration, and not
limitation.

Aspects of the present disclosure are believed to be appli-
cable to a variety of different types of apparatuses, systems
and methods involving NFC, and to NFC circuits. While not
necessarily so limited, various aspects may be appreciated
through a discussion of examples using this context.

Various aspects are directed to methods, apparatuses, sys-
tems and non-transitory media involving the management of
multiple secure elements (e.g., components) for NFC com-
munications with an external reader. An NFC controller
routes contactless communication between an NFC antenna
and one of the multiple secure elements, based upon a type of
NFC reader circuit or circuit module and the related commu-
nication requirements therefor. Accordingly, various embodi-
ments are directed to NFC controller management of several
secured elements (e.g., universal integrated circuit card
(UICC) proprietary secured elements) and/or providing card
emulation functionalities to a host processor on a device
hosting the secured elements, such as a processor in mobile
telephone, laptop, tablet, media device or other circuit.

Various embodiments are directed to methods for opera-
tion with, and/or including an apparatus having a plurality of
secure modules and a host circuit that also includes modules,
in which each of the modules is operable to communicate
with a specific one of a plurality of different types of local
NFC readers (e.g., each module communicates with a specific
reader type that is different than reader types that the other
modules communicate with). When an NFC protocol com-
munication is received from a specific one of a plurality of
different types of local NFC readers, one of the modules that
is configured and arranged to communicate with the specific
one of the NFC readers is identified. NFC communications
are routed between the specific one of the NFC readers and
the identified one of the modules via an NFC circuit, using the
NFC protocol and secure data stored within the module.
When the identified module is a secure module, secure data
that is proprietary to the identified secure module is used
while mitigating/prohibiting access to the secure data by the
host circuit.

Such approaches may, for example, be implemented with a
host circuit that wirelessly communicates over-the-air com-
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munications using a message-exchange protocol that is dif-
ferent than the NFC protocol. Such a message-exchange pro-
tocol may include signaling, authentication, and error
detection and correction capabilities for interpreting mes-
sages sent and received via the over-the-air communications.
These communications may, for example, involve Wi-Fi, cel-
Iular telephone, Bluetooth, satellite and other communica-
tions types. In some implementations, the host circuit also
provides data to a user via a user interface, such as a screen on
a mobile telephone. User inputs can be provided and used to
authorize communications from the modules, such as to
authorize the communication of proprietary data (e.g., pay-
ment data).

In accordance with a more particular embodiment, an
apparatus includes an over-the-air (e.g., cellular/Wi-Fi) com-
munication circuit, a NFC communication circuit, a user
interface, a host processor, a plurality of secure modules, and
a routing circuit. The over-the-air communications circuit
uses a first message-exchange protocol (e.g., incompatible
with the NFC protocol) having signaling, authentication, and
error detection and correction capabilities for interpreting
messages sent and received via the over-the-air communica-
tions. The NFC circuit wirelessly communicates with a plu-
rality of different types of local NFC readers using an NFC
protocol that is different than the first message-exchange
protocol. Such NFC communications involve short-range
communications, such as a few centimeters (e.g., about 10
centimeters). The host processor communicates with remote
transceivers via the wireless communication circuit, presents
data pertaining to the local NFC readers to a user via the user
interface, and communicates with the NFC circuit to provide
authorization for communications with one of the NFC read-
ers, based on user input received via the user interface. Each
secure module communicates with a specific one of the dif-
ferent types of local NFC readers via the NFC circuit, using
secure data stored within the secure module and inaccessible
to the host circuit. Each secure module communicates with a
different one of the types of NFC readers, relative to the other
secure modules. The routing circuit operates in response to an
NFC communication by identifying one of the plurality of
second circuits that communicates with the specific type of
the NFC readers from which the NFC communication is
received, and routes NFC communications between the spe-
cific one of the NFC readers and the identified one of the
plurality of secure modules, such as by using a communica-
tion protocol specific to the NFC reader type. Such a protocol
may, for example, identify types of data to be communicated
and the manner in which the data is to be communicated, to
facilitate authenticated NFC communications.

The routing circuit operates in one or more of a plurality of
manners, to suit particular applications. In some embodi-
ments, the routing circuit accesses stored data in a routing
table to identify a particular one of the secure modules to
communicate with, using data in the received NFC commu-
nication. In a more specific embodiment in which each of the
secure modules stores at least one application data set that,
when executed by the second circuit, causes the second cir-
cuit to communicate with the specific one of the local NFC
readers, the routing circuit stores routing table data that
includes a list of respective applications stored in the secure
modules as well as location information identifying the stor-
age location of the respective applications. In some imple-
mentations, the routing circuit stores routing table data
including one or more of: data indicating whether or not an
application is enabled (e.g., an application operated in the
secure module), a power type to use (e.g., RF power received
via the NFC circuit or internal battery power) for each appli-
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cation, and a priority associated with each application.
Accordingly, the apparatus operates using one or more of
these power types, to suit different embodiments. When
another NFC communication is received from a different one
of the NFC readers, the routing circuit identifies a different
one of the secure modules that communicates with the differ-
ent one of the NFC readers, and routes NFC communications
between the different one of the NFC readers and the different
one of the secure modules. In other embodiments, the routing
circuit is also operable to identify an application run by the
host circuit based upon data in the NFC communication, and
route data between the specific one ofthe NFC readers and the
first circuit for use by the identified application.

NFC communications as discussed herein may be effected
using one or more of a variety of types of circuits. For
instance, some embodiments are directed to an NFC circuit
that can be inserted into one or more of a variety of devices,
and communicate with circuits within the device. In certain
embodiments, an apparatus as discussed herein is used with
and/or includes a portable hand-held device, with the host
processor also operating in and/or with the hand-held device
for communicating via over-the-air communications. In such
applications, the NFC circuit and the secure modules operate
independently from the host circuit and prohibit access to the
secure data via the host.

In the context of various example embodiments, a secure
module, element or component as discussed herein involves a
circuit or circuits within a device that maintain and/or gener-
ate at least some proprietary data to which access is not
provided for one or more of modification and use. Such data
may involve, for example, a secure code that can be used by
internal circuitry within the device to facilitate communica-
tions with external circuits, or to enable the operation of
certain functions within the device. In some implementations,
a secure element/component as described herein includes
proprietary user data such as data that is used in transaction
authorization with electronic payment. In other implementa-
tions, a secure element/component as described herein
includes proprietary data used by circuitry within the device
to operate functions, such as an applet, for a variety of imple-
mentations.

For general information regarding contactless communi-
cations, and for specific information regarding one or more
types of contactless communications (e.g., as may be effected
via different types of reader modules as discussed herein),
reference may be made to the Europay, MasterCard and Visa
company “Contactless Mobile Payment architecture,” chap-
ter 7, Application choice; reference may also be made to the
ISO/IEC 7816 standard for contact cards, and to the ISO/IEC
14443 standard for contactless cards, all of which are fully
incorporated herein by reference. For example, one or more
NFC routing apparatuses as described herein operates to
detect a “SELECT” function in an APDU corresponding to a
communication between a reader device and an NFC device
having a secure element, such as to facilitate contactless
communications based on the 1S014443-4 protocol (e.g.,
payment, transport, loyalty) by using ISO7816-4 APDUs to
address applications over a contactless interface. Moreover,
various embodiments are directed to NFC routing in connec-
tion with the NFC frontend integrated circuits PN544 and/or
PN547 available from NXP Semiconductors of Eindhoven,
The Netherlands.

Turning now to the figures, FIG. 1 shows a NFC apparatus
100, which routes data between NFC reader devices and
different secure modules, in accordance with one or more
example embodiments. The apparatus 100 includes an NFC
circuit 110 that communicates with a plurality of NFC reader
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types using NFC communications, with different types of
NFC reader devices A-N shown by way of example. The
apparatus 100 also includes a plurality of secure modules
112-N, and a router 114 that identifies, and routes data to, a
specific one of the secure modules based upon a type of the
reader devices A-N from which NFC communications are
received (e.g., based on the type of data and the manner in
which the data is to be communicated). The apparatus 100 is
also shown including an optional wireless communication
circuit 120 for over-the-air communications such as for cel-
Iular, Wi-Fi or other communication types. The apparatus 100
also includes a device/host processor 130, and a user interface
140 (which may be omitted in certain embodiments). In some
implementations, the device/host processor 130 includes one
or more modules that communicates with one of the different
types of local NFC readers A-N via the NFC circuit 110.

The NFC communications are effected at close range (e.g.,
within a few centimeters) using an NFC protocol that is
different than protocols used for over-the-air communica-
tions at the wireless communication circuit 120. Each secure
module 112-N operates to communicate with a specific one of
the reader devices, and uses stored data accessible by the
secure module and inaccessible (directly) by the device/host
processor 130. This stored data may, for example, be stored
within each secure module, or at another portion of the appa-
ratus 100 with access limited to the appropriate secure mod-
ule. In some implementations, each secure module includes
data that, when executed by the module, causes the module to
communicate with the specific type of NFC reader device.

The apparatus 100 uses power from one or both of an
internal battery source (e.g., implemented at 130) and RF
power received via the NFC circuit 110. In some implemen-
tations, the NFC circuit 110 includes a power circuit that
operates to use RF signals to generate internal power in the
apparatus 100. When RF power is used, the secure modules
112-N and the router 114 may be powered for communica-
tions when the apparatus 100 is otherwise not under local
(e.g., battery) power.

In some embodiments, the router 114 uses stored routing
table data to identify one of the modules to which NFC
communications are to be routed. In some implementations,
the router 114 and/or another portion of the apparatus 100
also includes the stored routing table data.

FIG. 2 shows an NFC apparatus 200, in accordance another
example embodiment. The apparatus 200 includes an NFC
controller 210, a host processor 220, and a plurality of secure
elements 230, 232 and 234. The NFC controller 210 includes
arouting table 212 embedded therein, and lists enabled appli-
cations located in the host processor 220 and the secure ele-
ments 230-234. These applications may, for example, include
applications for effecting NFC communications with a spe-
cific local reader, such as for communicating payment data.

Each of the secure elements 230, 232 and 234 includes
applications for communicating with a local reader using a
specific type of communication protocol, and different from
the types of communication protocols used for the other
secure elements. For instance, a first protocol may specify
communication procedures for effecting data communica-
tions for a payment transaction using a first payment host
system, while a second protocol specifies communication
procedures for effecting data communications for a payment
transaction using a second payment system that is different
from the first system.

The routing table 212 includes a list of all related applica-
tions present in the apparatus 200, such as an application
identification (AID) value and its location (e.g., by specifying
the location of an application that, when executed via its
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secure element, facilitate NFC communications for a specific
protocol type). In certain implementations, the routing table
212 also includes one or more sets of information as follows:
an indication of whether or not an application is enabled,
power modes supported by each application (e.g., low power,
near-field/RF power, or power via the host apparatus), and
application priority.

Once the NFC controller 210 has identified a proper one of
the secure elements 230, 232 and 234 (and, e.g., an applica-
tion therein) to initialize secure NFC communications with a
local reader device, the NFC controller forwards data
between the reader and the identified secure element. In some
implementations, the NFC controller 210 also identifies a
proper application for communication with the host processor
220.

FIGS. 3A-3B show an NFC apparatus 300 with respective
routing states for different current-host configurations, in
accordance one or more example embodiments. The appara-
tus 300 may, for example, be implemented in a manner con-
sistent with that described with the apparatus 200 in FIG. 2. In
this context, the apparatus is similarly labeled with an NFC
controller 310 having a routing table 312, a host processor
320, and secure elements 330, 332 and 334. FIGS. 3A and 3B
also show an external reader device 340, which is part of the
apparatus in certain embodiments.

Referring to FIG. 3B, the NFC controller 310 is in an
operating state in which a default “current host” is selected as
being secure element 332. In this state, NFC communications
received and set from/to the external reader device 340. This
state may involve, for example, a user’s defined “default”
type of communication, such as for a primary credit card or
other payment protocol by which the apparatus 300 effects
secure NFC communications.

Referring to FIG. 3B, the NFC controller 310 is responsive
to a select file command from the external reader device 340
by accessing the routing table 312 to identify an appropriate
application and its host. By way of example, the secure ele-
ment 334 is identified as a new current host for effecting NFC
communications, and the NFC controller 310 passes commu-
nications between the secure element 334 and the external
reader device 340. For instance, when the NFC controller 310
receives an [ISO7816 “SELECT FILE” command-application
protocol data unit (C-APDU), it retrieves the targeted host
from the routing table, which becomes the new “current host.”
The NFC controller 310 then forwards all incoming C-AP-
DUs (including this first one) from the antenna to the host,
and forwards response APDUs (R-APDUs) from the host to
the antenna. The NFC controller 310 continues this process
until it receives a new “SELECT FILE” C-APDU which is
then handled as the previous one.

FIG. 4 shows a method involving NFC communications, in
accordance with another example embodiment. This
approach is amenable to implementation with an NFC con-
troller that monitors incoming communications from local
reader devices, and routes data appropriately in accordance
with a routing table, such as may be implemented in connec-
tion with FIGS. 3A and 3B above. For instance, an NFC
controller can monitor application protocol data units (AP-
DUs) received after an initialization (e.g., ISO14443 as dis-
cussed below).

Beginning with block 410, if a new C-ADPU command is
received, a routing table is checked at block 420 to see if an
appropriate AID is present in the routing table. If the AID is
present, the targeted host specified via the AID is set as a
current host at block 430. With this new current host estab-
lished, the C-ADPU (and further communications) are for-
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warded to the current host at block 440. Further, responses
(R-ADPU) from the current host are forwarded to the local
reader device at block 450.

When a new C-ADPU command is not received at block
410, such as when operating in an initial default state, the
C-ADPU and R-ADPU communications are forwarded with
a current host at blocks 440 and 450. Similarly, when AID is
not present in the routing table at block 420, the communica-
tions are also routed via the current host at blocks 440 and
450.

The various embodiments discussed herein are imple-
mented with a variety of different types of devices, to effect
near field communications, such as communications involv-
ing a secure element/component, for many applications. For
instance, one or more embodiments are directed to implemen-
tation with NFC-capable integrated circuits with mobile
devices such as laptop computers, mobile telephones, tablets,
and portable music players. In some embodiments, a NFC
frontend chip such as model PN544 and/or PN547 (as dis-
cussed above) is used with a secure module such as a
SmartMX contact interface controller, with an integrated cir-
cuit component such as models PN65N or PN650, all avail-
able from NXP Semiconductors of Eindhoven, The Nether-
lands. A host device communicates with the secure module,
and the secure module executes secure functions (e.g., for
communicating payment information), and can be operated
such that it is not powered at all times and also communicates
via RF power. Near-field communications are effected using
this approach, such as for the communication of contactless
ID information, for establishing network presence, or other
near-field (e.g., within a few centimeters) communication.
These near-field communications can also effected for opera-
tion in various power states (e.g., normal/full power, low
battery mode and passive modes (e.g., powered via RF)).

Various modules may be implemented to carry out one or
more of the operations and activities described herein and/or
shown in the figures. In these contexts, a “module” is a circuit
that carries out one or more of these or related operations/
activities (e.g., validating PINs, storing ID data, storing con-
figuration data, and others). For example, in certain of the
above-discussed embodiments, one or more modules are dis-
crete logic circuits or programmable logic circuits configured
and arranged for implementing these operations/activities, as
in the circuit modules shown in one or more of FIGS. 1-3B.
Such modules may, for example, be implemented as part of a
portable device such as a mobile telephone. In certain
embodiments, such a programmable circuit is one or more
computer circuits programmed to execute a set (or sets) of
instructions (and/or configuration data). The instructions
(and/or configuration data) can be in the form of firmware or
software stored in and accessible from a memory (circuit). As
an example, certain modules include a combination of a CPU
hardware-based circuit and a set of instructions in the form of
firmware. In such an example, a first module may include a
CPU hardware circuit with one set of instructions and a sec-
ond module may include a second CPU hardware circuit (or
the same CPU hardware circuit) with another set of instruc-
tions. Such modules may further implement circuit structures
and/or functions as described in the above-referenced com-
ponents available from NXP Semiconductors.

Certain embodiments are directed to a computer program
product (e.g., nonvolatile memory device), which includes a
machine or computer-readable medium having stored
thereon instructions which may be executed by a computer
(or other electronic device) to perform operations/activities as
described herein.
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Based upon the above discussion and illustrations, those
skilled in the art will readily recognize that various modifi-
cations and changes may be made to the various embodiments
without strictly following the exemplary embodiments and
applications illustrated and described herein. For example,
different types of host devices can be implemented with a
secure component/module as discussed herein. As another
example, certain embodiments are directed to an apparatus
having two or more secure elements in which at least one of
the secure elements operates to communicate with two or
more different types of reader modules. Such modifications
do not depart from the true spirit and scope of various aspects
of the invention, including aspects set forth in the claims.

The invention claimed is:

1. An apparatus comprising:

a wireless communication circuit configured and arranged
to send and receive over-the-air communications using a
first message-exchange protocol having signaling,
authentication, and error detection and correction capa-
bilities for interpreting messages sent and received via
the over-the-air communications;

a near-field communication (NFC) circuit configured and
arranged to wirelessly communicate with a plurality of
different types of local NFC readers using a second NFC
protocol that is different than the first message-exchange
protocol;

a user interface configured and arranged to present data to
a user of the apparatus;

afirst circuit configured and arranged to communicate with
remote transceivers via the wireless communication cir-
cuit;

a plurality of second circuits, each second circuit config-
ured and arranged to communicate with a specific one of
the different types of local NFC readers via the NFC
circuit, using secure data stored within the second circuit
and inaccessible to the first circuit, different ones of the
second circuits being configured and arranged to com-
municate with different ones of the types of NFC read-
ers; and

a routing circuit configured and arranged to, in response to
an NFC communication received from a specific one of
the NFC readers, identify one of the plurality of second
circuits that is configured and arranged to communicate
with the specific one of the NFC readers, and route NFC
communications between the specific one of the NFC
readers and the identified one of the plurality of second
circuits,

such that the first circuit is further configured and arranged
to present data pertaining to the local NFC readers to a
user via the user interface, and to communicate with the
NFC circuit to provide an authorization for communi-
cations with one ofthe NFC readers in response to a user
input received via the user interface,

wherein the routing circuit is configured and arranged to
identify the one of the plurality of second circuits by
accessing stored data in a routing table, and by using the
stored data together with data in the NFC communica-
tion to identify the one of the plurality of second circuits,

wherein each of the second circuits stores at least one
application data set that, when executed by the second
circuit, causes the second circuit to communicate with
the specific one of the local NFC readers, and the routing
circuit stores the routing table data, the routing table data
including a list of respective applications stored in the
respective second circuits, and location information
identifying the storage location of the respective appli-
cations,
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wherein the routing circuit stores routing table data includ-
ing at least one of the data indicating whether or not an
application is enabled, at least one of the RF power and
internal battery power modes supported by each appli-
cation, and a priority associated with each application.

2. The apparatus of claim 1, wherein each second circuit is
configured and arranged to communicate with a specific one
of'the different types of local NFC readers by communicating
using a communication protocol specific to the NFC reader
type.

3. The apparatus of claim 1, wherein each communication
protocol specific to one of the NFC readers includes a proto-
col that identifies types of data to be communicated and the
manner in which the data is to be communicated, to facilitate
authenticated NFC communications.

4. The apparatus of claim 1, wherein the first message-
exchange protocol is incompatible with the NFC protocol.

5. The apparatus of claim 1, wherein

the wireless communication circuit is configured and
arranged to send and receive over-the-air communica-
tions including at least one of: Wi-Fi communications,
cellular telephone communications, Bluetooth commu-
nications, and satellite communications, and

the NFC circuit is configured and arranged with a limited
communication range of less than 10 centimeters.

6. The apparatus of claim 1, wherein

the apparatus is a portable hand-held device and the first
circuit is a processor that operates the portable hand-
held device for communicating via over-the-air commu-
nications, and

the NFC circuit and the second circuits operate indepen-
dently from the first circuit and are configured and
arranged to prohibit access to the secure data via the first
circuit.

7. The apparatus of claim 1, wherein the NFC circuit, the
second circuits and the routing circuits are configured and
arranged to operate using wireless radio frequency power
received via the NFC circuit.

8. The apparatus of claim 1, wherein the routing circuit is
configured and arranged to, in response to the NFC commu-
nication, identify an application run by the first circuit based
upon data in the NFC communication, and route data between
the specific one of the NFC readers and the first circuit for use
by the identified application.

9. The apparatus of claim 1, wherein the routing circuit is
configured and arranged to, in response to a second NFC
communication received from a different one of the NFC
readers, identify a different one of the plurality of second
circuits that is configured and arranged to communicate with
the different one of the NFC readers, and route NFC commu-
nications between the different one of the NFC readers and
the different one of the plurality of second circuits.

10. An apparatus comprising:

a near-field communication (NFC) circuit configured and
arranged to wirelessly communicate with a plurality of
different types of local NFC readers using an NFC pro-
tocol;

a host circuit having at least one first module that is con-
figured and arranged to communicate with one of the
different types of local NFC readers via the NFC circuit;

a plurality of second modules, each second module being
configured and arranged to communicate with a specific
one of the different types of local NFC readers via the
NFC circuit using secure data that is stored within the
second module and inaccessible by the host circuit, dif-
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ferent ones of the second modules being configured and
arranged to communicate with different types of the
NFC readers; and

a routing circuit configured and arranged to, in response to
an NFC communication received from a specific one of
the NFC readers, identify one of the first and second
modules that is configured and arranged to communicate
with the specific one of the NFC readers, and route NFC
communications between the specific one of the NFC
readers and the identified one of the modules,

characterized in that the routing circuit is configured and
arranged to identify the one of the first and second mod-
ules by accessing stored data in a routing table, and by
using the stored data together with data in the NFC
communication to identify the one of the first and second
modules,

wherein each of the first and second modules stores at least

one application data set that, when executed by the first
or second module, causes the first or second module to
communicate with the specific one of the local NFC
readers, and the routing circuit stores the routing table
data, the routing table data including a list of respective
applications stored in the respective first and second
modules, and location information identifying the stor-
age location of the respective applications,

wherein the routing circuit stores routing table data includ-

ing at least one of the data indicating whether or not an
application is enabled, at least one of the RF power and
internal battery power modes supported by each appli-
cation, and a priority associated with each application.

11. The apparatus of claim 10, wherein each module is
configured and arranged to communicate with a specific one
of the different types of local NFC readers according to a
communication protocol specific to the NFC reader type and
identifies types of data to be communicated and the manner in
which the data is to be communicated.

12. The apparatus of claim 10, further including routing
table data stored in the apparatus, wherein the routing circuit
is configured and arranged to identify the one of the first and
second modules by accessing and using the routing table data
with data in the NFC communication to identify the module.

13. The apparatus of claim 10, wherein each of the modules
stores at least one application data set that, when executed by
the module, causes the module to communicate with the
specific type of the local NFC readers.

14. The apparatus of claim 10, further including a power
circuit configured and arranged to provide power to the appa-
ratus using radio frequency energy received via the NFC
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circuit, wherein the second modules are configured and
arranged to communicate with the specific one of the different
types of local NFC readers using the provided power.

15. A method for use with an apparatus,

said apparatus comprising:

a near-field communication (NFC) circuit configured and
arranged to wirelessly communicate with a plurality of
different types of local NFC readers using an NFC pro-
tocol;

a host circuit having at least one first module that is con-
figured and arranged to communicate with one of the
different types of local NFC readers via the NFC circuit;

a plurality of second modules, each second module being
configured and arranged to communicate with a specific
one of the different types of local NFC readers via the
NFC circuit using secure data that is stored within the
second module and inaccessible by the host circuit, dif-
ferent ones of the second modules being configured and
arranged to communicate with different types of the
NFC readers; and

a routing circuit configured and arranged to, in response to
an NFC communication received from a specific one of
the NFC readers, identify one of the first and second
modules that is configured and arranged to communicate
with the specific one of the NFC readers, and route NFC
communications between the specific one of the NFC
readers and the identified one of the modules;

the method being characterized in that:

the routing circuit identifies the one of the first and second
modules by accessing stored data in a routing table, and
by using the stored data together with data in the NFC
communication to identify the one of the first and second
modules,

each of the first and second modules stores at least one
application data set that, when executed by the first or
second module, causes the first or second module to
communicate with the specific one of the local NFC
readers, and the routing circuit stores the routing table
data, the routing table data including a list of respective
applications stored in the respective first and second
modules, and location information identifying the stor-
age location of the respective applications,

wherein the routing circuit stores routing table data includ-
ing at least one of data indicating whether or not an
application is enabled, at least one of RF power and
internal battery power modes supported by each appli-
cation, and a priority associated with each application.

#* #* #* #* #*



